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Who am I?





What we mostly do….





 What the DPA says

 Software security updates 

 SQL injection 

 Unnecessary services 

 Decommissioning of software or services

 Password storage 

 Configuration of SSL or TLS 

 Inappropriate locations for processing data

 Default credentials

An idea of what we should do….



 The Data Protection Act 2012 

 Centered on eight (8) principles for good 

information handling

 Give specific rights to data subjects

 Provides obligations for data subjects and 

processors

 We focus on the 7th principle intended to informed 

about appropriate safeguard measures to protect 

personal data.

 Online services is our focus.

Where the law aligns …..



 Software updates policy for all software used 

for processing personal data. Cover OS, apps, 

libs and dev frameworks in policy

 There may be good reasons not to apply all 

available updates as soon as possible. Your 

policy can take into account these reasons.

 When there is no compelling reason to delay, 

you should apply security updates as soon as 

is practical.

1 What’s up with software updates



 Be aware of all of your assets that might be 

vulnerable to SQL injection. 

 Can affect applications that pass user input 

into a DB. [E.g Web sites/apps]

 Presents a high risk of compromising 

significant amounts of personal data. Must 

have high priority for prevention, detection 

and remediation.

The SQL Injection dose…2



The SQL Injection dose…2
 Happens from coding flaws – coders (develop and 

maintain codes). You will need to rely on to prevent 

SQL injection or fix SQL injection flaws if they are 

found. 

 Independent security testing (penetration testing, 

vulnerability assessment, or code review, as 

appropriate). Do this before the application goes live. 

It is good practice to periodically test live 

applications.

 When remediating an SQL injection flaw, use 

parameterised queries where possible, and ensure 

that all similar input locations are also checked and 

remediated.



Unnecessary services? Really?3
 Completely decommission any service that is not

necessary.

 Avoid high risk services such as telnet, ftp, smtp etc

 Ensure that services intended for local use only are

not made publicly-available.

 Use periodic port-scanning to check for unnecessary 

services which have been inadvertently enabled.

 Maintain a list of which services should be made

available.

 Periodically review the list to see whether any 

services have become unnecessary, and restrict or

decommission them as appropriate.



Retiring …software & services4
 Be aware of all the components of a service so that 

you can make sure they are all decommissioned.

 Make a record of any temporary services which

you will eventually need to disable.

 Thoroughly check that the decommissioning 

procedure has actually succeeded.

 Use systematic tools such as port scanners to do 

this where possible. 

 Do not forget to arrange for proper disposal of any 

hardware, as appropriate.

 Refer the ICO guidance on IT disposal it helps a lot.



Password storage… do it well5
 Don’t store passwords in plain text, nor in decryptable

form.

 Use a hash function. Only store the hashed values.

 Hash functions with appropriate strength to make 

offline brute-force attacks difficult.

 Use salting to make offline brute-force attacks less 

effective.

 Periodically review the strength of the hash function.

 keep up to date with advances in computing power, use 

password hashing scheme with a configurable work 

factor(KDF).

 Use a combination of password strength requirements 

and user-education.

 Have a plan of action in case of a password breach. 



Cyphering online traffic.. SSL6
 Ensure that personal data (and sensitive information generally) is 

transferred using SSL or TLS where appropriate.

 Use SSL or TLS for all data transfer in order to reduce complexity.

 Any included content such as images, javascript or CSS should 

also be provided over SSL or TLS in order to avoid 'mixed content' 

warnings.

 Ensure that SSL or TLS is set up to provide encryption of adequate

strength.

 Ensure that every SSL or TLS service uses a valid certificate, and 

schedule renewal of all certificates before they expire to ensure

the services remain secure.

 Obtain an Extended Validation (EV) certificate if assurance of 

identity is of particular importance.

 Do not encourage users to ignore SSL or TLS security warnings.



6



Inappropriate data processing…7
 Ensure testing or staging environments are segregated 

from the production environment.

 Segmenting network according to function and in 

accordance with your data protection policies.

 Network architecture accounts for functions such as 

backups and business continuity.

 Policies for how, when and where personal data will be

processed.

 Consider all the services you are running, how they are 

accessible, and whether they comply with your policies.

 Ensure any web servers are exposing only the intended 

content. Where necessary, apply specific access 

restrictions. 

 Do not rely merely on obscurity to prevent access.



Default credentials.. Huh?8
 Change any default credentials as soon as 

possible.

 When changing default credentials, 

remember to follow good practice on 

password choice.

 Ensure that credentials are not hard-coded 

into any of your software.

 Ensure that credentials are not transmitted 

in plain text.
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